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Mobile Identity is at the heart of the digital economy. 

• An extension of digital identity provided via mobile networks or devices. 

• It is not just an enabler for logging in and transacting – it can also play a central role in communication and interaction.
https://www.gsma.com/identity/mobile-identity-overview

Federated Identity, a 

single identity used 

across multiple systems. 

Mobile Digital Signature, 

sign contracts via mobile 

leveraging the SIM

Second Factor 

Authentication

Identity 

Attribute 

Brokerage

https://www.gsma.com/identity/mobile-identity-overview
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• 64% say the internet is an essential part of their life. 

• 19% say they spend more than 40 hours a week online.

• Average amount of time spent online on a smartphone is 2 hours 28 minutes a day. 3 hours 14 minutes for 18-24s. 

• UK now check their smartphones, on average, every 12 minutes of the waking day.

• 40% first look at their phone within five minutes of waking up, climbing to 65% of those aged under 35. 

• 37% of adults check their phones five minutes before lights out, again rising to 60% of under-35s.

Leveraging our digital dependency

Coping without internet access?

https://www.ofcom.org.uk/about-ofcom/latest/features-and-news/decade-of-digital-dependency

https://www.ofcom.org.uk/about-ofcom/latest/features-and-news/decade-of-digital-dependency
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Why we are well positioned
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Data directly attributes to the customer. 

Often real time data, increasing relevance.

Billions leverage mobile networks today.  

No mobile applications required and transparent to the end user. 

Customers update details every 1 or 2 years. 

Customers with limited credit information often lost. 

First Party

Scalability

Dynamic

Non intrusive

Relevant

Thin File

Rich data Multiple customer lenses
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Connectivity
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Layers of Accessibility

23/12/2019

Patterns

CRM + 
Billing 

Platforms

Network

Trends + 
Analysis

Account Information
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UX

Collaboration

Creativity

Revenue

Trust

PR

Relevance

Security

Protection

Innovation

It’s a very positive message 

however…

We ALWAYS ask.
Is it right for our customers?
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The maturing market
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70 Operators in 43 markets
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• Micro Loans
• Leveraging mobile data for decision 

making. 

• Fast login button. 
• Cross operator capability. 
• Enabling digital services and content. 
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• xMNO collaboration around product and sector development

• Facilitated by the GSMA. 

• No commercial discussions permitted. 

• Encourages alignment of capability. 

• Enables feedback. 

• Other industry body collaboration. E.g. UK finance. 

We thrive from collaboration
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The Ecosystem

23/12/2019

Industry Standards

Service Providers

Mobile Operators Sandbox

API platforms

Standards/Alignment

Consent Driven

Great UX

Partners One Contract

One integration
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What we have today
…and considered for tomorrow
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KNOW YOUR CUSTOMER

INTERNATIONAL LOCATION
CONTENT LOCK/

AGE VERIFICATION

SIM CHANGE

IMEI LOOKUP

NETWORK IDENTITYCALL FORWARD SETTINGS

DEVICE LOCATION

Ability for a company to check customer 

data such as phone number, name, etc. 

with EE data to reduce fraud risk, during 

online activity.

Checks the date and time of the last sim 

swap to identify fraudulent activity. A 

recent sim change can signal account 

takeover.

Verifies that calls are being received at the 

intended number, and are not being 

diverted to a fraudulent number. 

Matches the number being used in a web 

session with the intended customer’s 

number. 

Checks that the customer is over-18 when 

purchasing age-restricted products and 

services.

Verifies the device ID (IMEI) associated with 

the phone number. A mismatch could 

indicate account takeover or fraud.

Establish the customers exact location (via 

GPS) through their device and phone 

number.

Explicit customer consent required.  

Determines the customers country location 

(note: API confirms a country with a Y/N 

response). Explicit customer consent 
required.  

Our API’s today
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Transaction

Product Application  

Change in Acct. Details 

New Customer

Authentication 

Inbound Call

Mobile Attributes

Influence on customer journey
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Example approved use cases
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• Protecting two factor authentication.

• SIM Swap and call forward indicators.

• Leveraged as part of wider risk decision. 

• Onboarding for online retail account creation. 

• Validating account detail changes. 

• Matching address information. 

• Asking end user to consent to location check for breakdown services. 

• Allows for accurate location determination, improving experience. 

• Specific consent capture as part of flow. 
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Emerging Sectors
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•Account onboarding

•Transaction verification

•Harmful protection

Gaming

• Identify Ad consumption. 

Ad Fraud

•Online verification. 

Health

•Account verification

•2 factor security

Social Media

•Romance fraud account 
verification

Dating
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The future?
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50% of UK households have a BT presence. 

Help create better experiences and reduce fraud. 

Richer engagement 
(RCS, payments, 

identity)

IDP

(Login with BT)

Credit Risk

(Thin file customer 
enablement)

BT Group
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Thankyou
@keysaint

keiron.dalton@bt.com


